HoldOn: how it works

How HoldOn stops a computer scam, step by step.
She can't call for help. HoldOn does.



i Who's who

Margaret, 74

Mom. HoldOn is added to her
laptop's web browser.

Sarah

Gets alerts on her phone.

Her daughter. Lives far away.

The scammer

Pretends to be from Microsoft.
Wants to control Mom's
computer.

1 2

Set up Fake warning

HoldOn - Demo walkthrough

3 4

Scam app Phone buzzes

Scam stopped

6 7

Scoreboard Can't hide




1 Sarah turns on HoldOn for Mom

TAKES 2 MINUTES
& HoldOn

* Adds HoldOn to Mom's web browser PAGREREIIS

* Types in both their names Margaret

Your name

* Sends a test message to her own

Sarah
phone o

Connected to Telegram (4

Send test alert

Sent! Check Sarah's Telegram.

Her phone says: "HoldOn is how
protecting Margaret."

& HoldOn is now protecting Margaret. 2:35pM
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2 ) A fake virus warning pops up

ON MOM'S SCREEN

 windows Defender — Security Alert

* Ascary page says her computer has
a virus and to call "Microsoft" Your computer is infected

Windows Defender alert: suspicious activity detected. Do not shut down or restart your computer. Your PC is
blocked to prevent data loss.

* HoldOn knows this trick and spots
the fake A Virus detected: Trojan.Win32.Banker

* Your banking passwords may have been stolen
* Your personal photos and files are at risk

° It Covers the page: "Thls Warnlng IS * Your IP address has been flagged for illegal activity
FAKE. Do NOT call."

Call Microsoft Support immediately — toll free:

1-888-555-0199

A certified technician will remove the virus and secure your computer.

Error code: 0x80070426 * Your computer will be disabled in 09:59

DEMO PAGE ONLY — HoldOn stage demo. Not a real alert.
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3 ) "Install this app.” HoldOn: STOP

MOST DANGEROUS STEP

* The scammer tells her to get
AnyDesk, an app that lets him
control her computer

* HoldOn knows this app and steps in
right away

* Agiant STOP sign she can't miss
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STOP.

Microsoft, Apple and your bank will NEVER ask
you to install this. Hang up the phone. Sarah
has been notified and will call you.

| understand



‘ Sarah's phone buzzes

ON SARAH'S PHONE

* Al explains what happened, in plain

words
* |ttells Sarah exaCtly what to do Margaret's browser shows a fake 'Microsoft Security Alert' phone number
and AnyDesk, a remote-access tool scammers use to take over
* The scammer can't see this computers.'CaII her now and tell her to close the browser, hang up on
message anyone calling, and not share any codes or money. 2:23PM

. It was a scam — | stopped it

False alarm

Help comes from outside the
scam
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‘ Sarah calls Mom. Scam stopped.

ONE TAP

* Sarah calls Mom and tells her to
hang up

* She taps "It was a scam — | stopped
It Margaret's screen shows a fake virus warning and AnyDesk was opened,
so scammers may control her computer. Call her now and have her

* HoldOn saves the result: scam disconnactthe internet.

stopped
M Logged: scam stopped 3:21PM

Every alert tells us if HoldOn
helped
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‘ We count every save

SARAH'S ANSWERS

f Margaret just saw a fake virus popup (Windows Defender Security
Alert). Classic tech-support scam. Call her now.

Logged: false alarm 2:59PM

Margaret saw a fake Windows virus alert and visited AnyDesk, a tool
scammers use to take control of computers. Call her now and ask if
anyone has access to her computer.

Logged: false alarm 3:05PM

Margaret's screen shows a fake virus warning and AnyDesk was opened,
so scammers may control her computer. Call her now and have her
disconnect the internet.

® Logged: scam stopped 3:21PM

Margaret's screen shows a fake Windows virus warning, though it's on a
local test page. Call her now to confirm she isn't being scammed.

ﬂ Logged: scam stopped 3:38PM

Margaret opened AnyDesk after a fake Windows alert, though the pages
look like local tests. Call her now and ask if anyone told her to install it.

v Logged: scam stopped 3:39PM
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THE SCOREBOARD

Sarah's HoldOn dashboard

8 4 4 50%

Alerts Scams stopped False alarms Precision

* Counts scams stopped and false alarms (alerts that
weren't real scams)

* Precision = how often an alert was a real scam

* Real numbers from our tests today. Some false alarms
were on purpose



‘ Scammer: "Delete HoldOn"

CAN'T BE SECRETLY REMOVED

* Scammers often tell people to delete

safety apps
* If HoldOn is removed, it sends one A HoldOn was removed from Margaret's
last alert laptop. Scammers often ask victims to do
* So Sarah still finds out this. Call her now.

The real message Sarah gets on her phone

Deleting HoldOn alerts Sarah too
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She can't call for help.
HoldOn does.

HoldOn spots the trick -~ Mom sees STOP - Sarah's phone buzzes - Sarah
calls - Scam stopped

Built in one afternoon with a browser add-on, a small server, Al (Claude) and Telegram
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